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/D�PD\RUtD�GH�ORV�DWDTXHV�FRQ�p[LWR�D�
RUGHQDGRUHV�PHGLDQWH�,QWHUQHW�VH�SXHGHQ�
DJUXSDU�FRPR�OD�XWLOL]DFLyQ�GH�XQ�UHGXFLGR�
Q~PHUR�GH�YXOQHUDELOLGDGHV���/D�PD\RU�SDUWH�
GH�ORV�RUGHQDGRUHV�FRPSURPHWLGRV�GXUDQWH�HO�
LQFLGHQWH�FRQRFLGR�FRPR�µ6RODU�6XQULVH�
3HQWDJRQµ�IXHURQ�DWDFDGRV�PHGLDQWH�XQD�
YXOQHUDELOLGDG�FRQFUHWD���8QD�YXOQHUDELOLGDG�
VLPLODU�D�HVD�IXH�OD�TXH�VH�XWLOL]y�SDUD�
FRQWURODU�OD�PD\RU�SDUWH�GH�ORV�RUGHQDGRUHV�
TXH�SRVWHULRUPHQWH�VH�XWLOL]DURQ�PDVLYDPHQWH�
HQ�ORV�DWDTXHV�GLVWULEXLGRV�GH�QHJDFLyQ�GH�
VHUYLFLR���'H�OD�PLVPD�IRUPD��ORV�UHFLHQWHV�
DFFHVRV�LOHJDOHV�D�VHUYLGRUHV�ZHE�EDVDGRV�HQ�
:LQGRZV�17�HVWiQ�DVRFLDGRV�D�OD�XWLOL]DFLyQ�GH�
XQD�YXOQHUDELOLGDG�VREUDGDPHQWH�FRQRFLGD���
2WUD�YXOQHUDELOLGDG��WRGDYtD��VXILFLHQWHPHQWH�
HVWXGLDGD�SDUD�VHU�OD�FDXVD�GH�SHUPLWLU�HO�
FRQWURO�LOHJDO�GH�PiV�GH��������VLVWHPDV�/LQX[��
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&RQ�VyOR�DOJXQDV�YXOQHUDELOLGDGHV��HQ�GHILQLWLYD��VH�UHDOL]DQ�OD�PD\RU�SDUWH�GH�ORV�DWDTXHV�
FRQ�p[LWR�GHELGR��HQ�JUDQ�SDUWH�D�TXH�ORV�DWDFDQWHV�VRQ�RSRUWXQLVWDV�²�XWLOL]DQ�OD�YtD�PiV�
IiFLO�\�FRQYHQLHQWH��8WLOL]DQ�ODV�EUHFKDV�PHMRU�FRQRFLGDV�PHGLDQWH�HO�XVR�GH�GLYHUVDV�
KHUUDPLHQWDV�GH�DWDTXHV�PX\�HIHFWLYDV�\�DPSOLDPHQWH�GLIXQGLGDV��6H�DSURYHFKDQ�GH�
DTXHOODV�RUJDQL]DFLRQHV�TXH�QR�DSOLFDQ�ORV�SDUFKHV�SDUD�UHVROYHU�ORV�SUREOHPDV��
UHDOL]DQGR�KDELWXDOPHQWH�DWDTXHV�GH�IRUPD�LQGLVFULPLQDGD��UDVWUHDQGR�HQ�,QWHUQHW�SRU�OD�



H[LVWHQFLD�GH�VLVWHPDV�YXOQHUDEOHV��

/D�PD\RU�SDUWH�GH�ORV�DGPLQLVWUDGRUHV�GH�VLVWHPDV�DILUPDQ�TXH�QR�KDQ�VROXFLRQDGR�HVWDV�
EUHFKDV�GH�VHJXULGDG�SRU�OD�VLPSOH�UD]yQ�TXH�GHVFRQRFHQ�FXDOHV�GH�ORV�����SUREOHPDV�
SRWHQFLDOHV�VRQ�ORV�PiV�SHOLJURVRV�\�FDUHFHQ�GHO�WLHPSR�QHFHVDULR�SDUD�SRGHU�FRUUHJLUORV�
WRGRV��

/D�FRPXQLGDG�GH�SURIHVLRQDOHV�GH�OD�VHJXULGDG�LQIRUPiWLFD�GHVHD�UHVROYHU�HVWH�SUREOHPD�
LGHQWLILFDQGR�ODV�iUHDV�GH�VHJXULGDG�HQ�,QWHUQHW�PiV�FUtWLFDV�²�HO�JUXSR�GH�
YXOQHUDELOLGDGHV�TXH�ORV�DGPLQLVWUDGRUHV�GH�VLVWHPDV�GHEHQ�HOLPLQDU�GH�IRUPD�LQPHGLDWD��
(VWD�OLVWD�FRQVHQVXDGD��D�OD�TXH�GHQRPLQDUHPRV�7RS�7HQ��HV�XQ�HMHPSOR�VLQ�SUHFHGHQWHV�
GH�FRRSHUDFLyQ�DFWLYD�HQWUH�OD�LQGXVWULD��ORV�RUJDQLVPRV�S~EOLFRV�\�ODV�LQVWLWXFLRQHV�
HGXFDWLYDV���/RV�SDUWLFLSDQWHV�SURYLHQHQ�GH�ODV�DJHQFLDV�IHGHUDOHV�FRQ�PD\RU�FRQFLHQFLD�
HQ�WHPDV�GH�VHJXULGDG��GH�ORV�SULQFLSDOHV�GLVWULEXLGRUHV�GH�SURGXFWRV�GH�VHJXULGDG��GH�
FRQVXOWRUDV�HVSHFLDOL]DGDV��GH�GLYHUVDV�XQLYHUVLGDGHV�FRQ�SURJUDPDV�HVSHFLDOL]DGRV�HQ�
VHJXULGDG�\��GHO�&(57�&&�\�HO�6$16�,QVWLWXWH���$O�ILQDO�GHO�DUWLFXOR�LQFOXLPRV�OD�UHODFLyQ�
FRPSOHWD�GH�SDUWLFLSDQWHV��

(VWD�HV�OD�OLVWD�GH�ORV����SUREOHPDV�GH�VHJXULGDG�HQ�,QWHUQHW�PiV�IUHFXHQWHPHQWH�
XWLOL]DGRV��FRQ�OD�UHODFLyQ�GH�DFFLRQHV�TXH�GHEHQ�WRPDUVH�SDUD�SURWHJHU�ORV�VLVWHPDV�GH�
ODV�PLVPDV���
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� 7UHV�QRWDV�SDUD�HO�OHFWRU�� �

� 1RWD����(VWH�HV�XQ�GRFXPHQWR�HQ�FRQVWDQWH�HYROXFLyQ���,QFOX\H�ODV�LQVWUXFFLRQHV�
LQLFLDOHV��SDVR�D�SDVR�\�GLUHFFLRQHV�SDUD�VROXFLRQDU�ORV�GHIHFWRV���,UHPRV�
DFWXDOL]DQGR�ODV�LQVWUXFFLRQHV�D�PHGLGD�TXH�YD\DPRV�LGHQWLILFDQGR�FXDOHV�VRQ�ORV�
SDVRV�PiV�FRQYHQLHQWHV��VH�DJUDGHFHUiQ�ORV�FRPHQWDULRV�GHO�OHFWRU�DO�UHVSHFWR���
(VWH�GRFXPHQWR�HV�XQ�FRQVHQVR�GH�OD�FRPXQLGDG�²VX�H[SHULHQFLD�HQ�OD�HOLPLQDFLyQ�
GH�ODV�YXOQHUDELOLGDGHV�SXHGH�D\XGDU�D�ORV�TXH�YHQJDQ�GHWUiV��3DUD�HQYLDU�VXV�
VXJHUHQFLDV��HQYtH�XQ�PHQVDMH�D��EDUFHORQD#VHOVHJ�FRP!�XWLOL]DQGR�´�
&RPHQWDULRV�DO�7RS�7HQµ�FRPR�WHPD�GHO�PLVPR��3DUD�REWHQHU�OD�YHUVLyQ�PiV�
DFWXDOL]DGD�GH�HVWDV�LQVWUXFFLRQHV��HQYtH�XQ�PHQVDMH�D��EDUFHORQD#VHOVHJ�FRP!�
FRQ�HO�WHPD�´�'RFXPHQWR�7RS�7HQµ��

1RWD����(QFRQWUDUi�UHIHUHQFLD�D�UHJLVWURV�&9(�²�ORV�Q~PHURV�GH�UHIHUHQFLD�GH�ODV�
9XOQHUDELOLGDGHV�\�([SRVLFLRQHV�PiV�+DELWXDOHV��TXH�VH�FRUUHVSRQGHQ�FRQ�XQD�
YXOQHUDELOLGDG���/RV�Q~PHURV�&$1�FRUUHVSRQGHQ�D�SURSXHVWDV�GH�&9(�TXH�QR�KDQ�
VLGR�WRWDOPHQWH�YHULILFDGDV���3DUD�LQIRUPDFLyQ�DGLFLRQDO�VREUH�HO�SUR\HFWR�&9(��
YLVLWH�KWWS���FYH�PLWUH�RUJ���

1RWD����$O�ILQDO�GH�OD�OLVWD��HQFRQWUDUi�XQD�VHFFLyQ�H[WUD�FRQ�XQD�UHODFLyQ�GH�ORV�
SXHUWRV�XWLOL]DGRV�SRU�ORV�VHUYLFLRV�KDELWXDOPHQWH�VRQGHDGRV�\�
DWDFDGRV��%ORTXHDQGR�HO�WUiILFR�D�GLFKRV�SXHUWRV�HQ�VX�FRUWDIXHJRV�X�RWUR�
GLVSRVLWLYR�GH�SURWHFFLyQ�SHULPHWUDO��REWHQGUi�XQ�QLYHO�H[WUD�GH�GHIHQVD�TXH�OH�
D\XGD�D�SURWHJHUVH�GH�ORV�HUURUHV�GH�FRQILJXUDFLyQ��
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���



��� 'HELOLGDGHV�HQ�OODPDGDV�GH�SURFHGLPLHQWR�UHPRWR��53&��HQ�USF�WWGEVHUYHUG�
�7RRO7DON���USF�FPVG��&DOHQGDU�0DQDJHU��\�USF�VWDWG�TXH�SHUPLWHQ�OD�
REWHQFLyQ�LQPHGLDWD�GH�SULYLOHJLR�GH�URRW���
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��� $JXMHUR�GH�VHJXULGDG�5'6�HQ�0LFURVRIW�,QWHUQHW�,QIRUPDWLRQ�6HUYHU��,,6���
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��� 'HELOLGDG�SRU�GHVERUGDPLHQWR�GH�EXIIHU�HQ�VHQGPDLO��DWDTXHV�PHGLDQWH�
iUHDV�GH�LQWHUFRQH[LyQ�GH�PHPRULD�\�0,0(ER��WRGDV�HOODV�SHUPLWHQ�
FRPSURPHWHU�OD�FXHQWD�GH�URRW�LQPHGLDWDPHQWH��
���
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��� &RPSDUWLFLyQ�GH�DUFKLYRV�JOREDO�\�FRPSDUWLFLyQ�GH�LQIRUPDFLyQ�LQDSURSLDGD�
PHGLDQWH�1HW%,26�\�ORV�SXHUWRV������!�����HQ�:LQGRZV�17������HQ�:LQGRZV�
�������H[SRUWV�GH�1)6�HQ�8QL[��SXHUWR��������FRPSDUWLFLyQ�YtD�ZHE�HQ�
0DFLQWRVK�\�$SSOHVKDUH�,3�HQ�SXHUWRV���������\������
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,QIRUPDFLyQ�DGLFLRQDO�

• 8Q�SXQWR�SULRULWDULR�SDUD�ORV�XVXDULRV�\�R�DGPLQLVWUDGRUHV�GH�:LQGRZV��
YDULRV�DJXMHURV�GH�VFULSW�HQ�,QWHUQHW�([SORUHU�\�2IILFH�������
���

• 3URWHFFLyQ�SHULPHWUDO�SDUD�XQD�OtQHD�DGLFLRQDO�GH�GHIHQVD��
���

• ,QIRUPDFLyQ�GH�VRSRUWH�GH�ORV�GLYHUVRV�IDEULFDQWHV�GH�8QL[�
���

• )LUPDQWHV���
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�Debilidades de BIND: nxt, qinv e in.named permiten  
 comprometer la cuenta de root inmediatamente 
 ��
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� (O�SDTXHWH�%HUNHOH\�,QWHUQHW�1DPH�'RPDLQ��%,1'���HV�OD�LPSOHPHQWDFLyQ�PiV�

XWLOL]DGD�GH�VHUYLFLR�GH�QRPEUHV�GH�GRPLQLR��'16�����HO�LPSRUWDQWH�VLVWHPD�TXH�QRV�
SHUPLWH�ORFDOL]DU�ORV�VLVWHPDV�HQ�,QWHUQHW�SRU�VX�QRPEUH��SRU�HMHPSOR��
ZZZ�VDQV�RUJ��VLQ�QHFHVLGDG�GH�XWLOL]DU�GLUHFFLRQHV�,3����OR�TXH�OR�FRQYLHUWH�HQ�XQR�
GH�ORV�EODQFRV�IDYRULWRV�SDUD�XQ�DWDTXH���(V�WULVWH�YHU�TXH��GH�DFXHUGR�FRQ�XQD�
HQFXHVWD�UHDOL]DGD�D�PHGLDGRV�GH�������FHUFD�GHO�����GH�WRGRV�ORV�VHUYLGRUHV�GH�
'16�FRQHFWDGRV�D�,QWHUQHW�XWLOL]DEDQ�XQD�YHUVLyQ�GH�%,1'�YXOQHUDEOH��(Q�XQ�DWDTXH�
WtSLFR�D�%,1'��ORV�LQWUXVRV�ERUUDQ�ORV�DUFKLYRV�ORJ�GHO�VLVWHPD�H�LQVWDODQ�KHUUDPLHQWDV�
TXH�OHV�SHUPLWHQ�REWHQHU�SULYLOHJLRV�GH�DGPLQLVWUDGRU���$�FRQWLQXDFLyQ��FRPSLODQ�H�
LQVWDODQ�GLYHUVDV�XWLOLGDGHV�GH�,5&�\�HVFDQHR�GH�UHGHV��TXH�ODV�XWLOL]DUiQ�SDUD�
HQFRQWUDU��GHQWUR�GHO�UDQJR�GH�YDULDV�FODVHV�%�GH�GLUHFFLRQHV�,3��RWURV�VLVWHPDV�TXH�
WDPELpQ�XWLOLFHQ�YHUVLRQHV�YXOQHUDEOHV�GH�%,1'���(Q�FXHVWLyQ�GH�PLQXWRV��KDEUiQ�
XWLOL]DGR�HO�VLVWHPD�FRPSURPHWLGR�SDUD�DWDFDU�FLHQWRV�GH�VLVWHPDV�UHPRWRV��
REWHQLHQGR�HO�FRQWURO�GH�ORV�PLVPRV���(VWR�LOXVWUD�HO�FDRV�TXH�SXHGH�UHVXOWDU�GH�XQD�
VLPSOH�YXOQHUDELOLGDG�HQ�XQ�VRIWZDUH�SDUD�OD�JHVWLyQ�GH�VHUYLFLRV�XQLYHUVDOHV�HQ�
,QWHUQHW��FRPR�SXHGH�VHU�HO�'16���

6LVWHPDV�DIHFWDGRV��
'LYHUVRV�VLVWHPDV�81,;�\�/LQX[��

$�IHFKD����GH�PD\R�GH�������WRGDV�ODV�YHUVLRQHV�GH�%,1'�DQWHULRUHV�D�OD�Y�������
DFWXDOL]DFLyQ���VRQ�YXOQHUDEOHV��

5HJLVWUR�&9(���
Q[W�&9(�����������
TLQY�&9(�����������

2WURV�UHJLVWURV�&9(�UHODFLRQDGRV��&9(������������&9(������������&9(������������
&9(�����������

&RQVHMRV�SDUD�OD�UHVROXFLyQ�GHO�SUREOHPD��

• 'HVDFWLYDU�HO�GDHPRQ�%,1'��QDPHG��HQ�WRGRV�DTXHOORV�VLVWHPDV�TXH�QR�DFW~DQ�
FRPR�VHUYLGRUHV�GH�'16���$OJXQRV�H[SHUWRV�LQFOXVR�UHFRPLHQGDQ�OD�
GHVLQVWDODFLyQ�GHO�VRIWZDUH�GH�'16��
���

• (Q�PiTXLQDV�TXH�DFW~DQ�FRPR�VHUYLGRUHV�GH�'16��DFWXDOL]DU�D�OD�~OWLPD�
YHUVLyQ��D����GH�PD\R�GH�������OD�YHUVLyQ�PiV�UHFLHQWH�HV�OD�Y�������
DFWXDOL]DFLyQ�����
�
3XHGH�VHJXLU�ORV�FRQVHMRV�LQGLFDGRV�HQ�ORV�VLJXLHQWHV�DYLVRV��
�
3DUD�OD�YXOQHUDELOLGDG�1;7��KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$�������
ELQG�KWPO��
�
3DUD�ODV�YXOQHUDELOLGDGHV�4,19��SUHJXQWD�LQYHUVD��\�1$0('��
KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$�������ELQGBSUREOHPV�KWPO��
KWWS���ZZZ�FHUW�RUJ�VXPPDULHV�&6�������KWPO�
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• (MHFXWH�%,1'�FRPR�XQ�XVXDULR�VLQ�SULYLOHJLRV�FRPR�PHGLGD�GH�SURWHFFLyQ�DQWH�

IXWXURV�DWDTXHV����1R�REVWDQWH��VyOR�ORV�SURFHVRV�TXH�VH�HMHFXWDQ�FRPR�URRW�
SXHGHQ�VHU�FRQILJXUDGRV�SDUD�XWLOL]DU�ORV�SXHUWRV�LQIHULRUHV�DO������²XQ�
UHTXLVLWR�GHO�'16���3RU�WDQWR��GHEHUi�FRQILJXUDU�%,1'�SDUD�TXH�FDPELH�GH�
XVXDULR�XQD�YH]�VH�KD\D�DVRFLDGR�DO�SXHUWR���
���

• (MHFXWH�%,1'�HQ�XQD�HVWUXFWXUD�GH�GLUHFWRULRV�FKURRW���FRPR�PHGLGD�GH�
SURWHFFLyQ�DQWH�IXWXURV�DWDTXHV���

�
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�Programas CGI y extensiones de aplicación (por ejemplo,  
 ColdFusion) instalados en servidores web. 
 �
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� &DVL�WRGRV�ORV�VHUYLGRUHV�ZHE�GDQ�VRSRUWH�D�SURJUDPDV�&*,��&RPPRQ�*DWHZD\�

,QWHUIDFH��SDUD�RIUHFHU�SiJLQDV�LQWHUDFWLYDV��WDOHV�FRPR�OD�REWHQFLyQ�\�YHULILFDFLyQ�
GH�GDWRV���0XFKRV�VHUYLGRUHV�LQFOX\HQ�GLYHUVRV�SURJUDPDV�&*,�GH�HMHPSOR�TXH�VH�
LQVWDODQ�SRU�RPLVLyQ���'HVDIRUWXQDGDPHQWH��DOJXQRV�SURJUDPDGRUHV�GH�&*,V�QR�KDQ�
FRQVLGHUDGR�OD�SRVLELOLGDG�TXH�VXV�SURJUDPDV�SXHGHQ�VHU�XWLOL]DGRV��GH�IRUPD�
LQFRUUHFWD�R�VHU�HQJDxDGRV�SDUD�HMHFXWDU�PDQGDWRV�FRQ�ILQHV�PDOLFLRVRV��/RV�&*,V�
YXOQHUDEOHV�VRQ�XQ�EODQFR�SDUWLFXODUPHQWH�DWUDFWLYR�SDUD�ORV�LQWUXVRV�\D�TXH�VRQ�
UHODWLYDPHQWH�IiFLOHV�GH�ORFDOL]DU�\�IXQFLRQDQ�FRQ�ORV�PLVPRV�SULYLOHJLRV�\�SRGHU�TXH�
HO�VRIWZDUH�GHO�VHUYLGRU�ZHE���

6H�VDEH�TXH�ORV�LQWUXVRV�VH�KDQ�DSURYHFKDGR�GH�&*,V�YXOQHUDEOHV�SDUD�PRGLILFDU�
SiJLQDV�ZHE��UREDU�LQIRUPDFLyQ�GH�WDUMHWDV�GH�FUpGLWR�H�LQVWDODU�SXHUWDV�WUDVHUDV�
SDUD�SRVWHULRUHV�LQWUXVLRQHV��LQFOXVR�HQ�HO�PRPHQWR�HQ�TXH�ORV�&*,V�\D�KDQ�VLGR�
SURWHJLGRV���&XDQGR�OD�IRWR�GH�-DQHW�5HQR�IXH�VXVWLWXLGD�SRU�OD�GH�$GROSK�+LWOHU��XQ�
LQIRUPH�LQWHUQR�FRQFOX\y�TXH�OD�FDXVD�PiV�SUREDEOH�SDUD�HO�DWDTXH�IXH�OD�XWLOL]DFLyQ�
GH�XQ�DJXMHUR�GH�VHJXULGDG�HQ�XQ�SURJUDPD�&*,���

&ROG)XVLRQ�GH�$OODLUH�HV�XQ�SDTXHWH�GH�DSOLFDFLRQHV�SDUD�VHUYLGRUHV�ZHE�TXH�LQVWDOD�
DOJXQRV�SURJUDPDV�GH�HMHPSOR�FRQ�YXOQHUDELOLGDGHV���&RPR�QRUPD�JHQHUDO��ORV�
SURJUDPDV�GH�HMHPSOR�GHEHQ�VHU�VLHPSUH�HOLPLQDGRV�GH�ORV�VLVWHPDV�GH�SURGXFFLyQ��

6LVWHPDV�DIHFWDGRV��
7RGRV�ORV�VHUYLGRUHV�ZHE���

5HJLVWURV�&9(���

• 3URJUDPDV�&*,�GH�HMHPSOR��WRGRV�ORV�&*,V��
5HPHGLR��
(OLPLQDU�ORV�SURJUDPDV�&*,�GH�HMHPSOR�HQ�ORV�VHUYLGRUHV�GH�SURGXFFLyQ��
���

• &$1�����������
�,QWHUQHW�,QIRUPDWLRQ�6HUYHU������0LFURVRIW�6LWH�6HUYHU�������TXH�VH�LQFOX\H�HQ�
HO�0LFURVRIW�6LWH�6HUYHU�����&RPPHUFH�(GLWLRQ����0LFURVRIW�&RPPHUFLDO�
,QWHUQHW�6HUYHU�����\�0LFURVRIW�%DFN2IILFH�6HUYHU�����\������
FRQVXOWDU�KWWS���ZZZ�PLFURVRIW�FRP�WHFKQHW�VHFXULW\�EXOOHWLQ�PV���
����DVS��
�
5HPHGLR��
$SOLFDU�HO�SDUFKH�GLVSRQLEOH�HQ�IWS���IWS�PLFURVRIW�FRP�EXVV\V�LLV�LLV�
SXEOLF�IL[HV�XVD�9LHZFRGH�IL[���
�
���

• &9(�����������
3URJUDPD�GH�DJHQGD�HVFULWR�HQ�SKI�LQFOXLGR�HQ�YHUVLRQHV�DQWLJXDV�GH�ORV�
VHUYLGRUHV�1&6$�\�$SDFKH��
���

• &9(�����������
6FULSW�GH�HMHPSOR�¶P\ORJ�KWPO·�LQFOXLGR�HQ�3+3�),��
���



• &9(�����������
,5,;����������\�����
���

• &9(�����������
3URJUDPDV�GH�HMHPSOR�LQFOXLGRV�HQ�HO�SDTXHWH�3+3�),��
���

• &9(�����������
,5,;�����
���

9XOQHUDELOLGDGHV�GH�&*,V�PiV�LPSRUWDQWHV�VLQ�LQFOXLU�ORV�SURJUDPDV�GH�HMHPSOR��

• &$1�����������
&*,�GH�/LEUR�GH�YLVLWDV�GH�:HE&RP��
���

• &$1������������DSOLFDEOH�D�WRGRV�ORV�VHUYLGRUHV��
&RQVXOWDU�KWWS���ZZZ�FHUW�RUJ�DGYLVRLUHV�&$�
������LQWHUSUHWHUVBLQBFJLBELQBGLU�KWPO��
�
5HPHGLR��
/D�VROXFLyQ�D�HVWH�SUREOHPD�HV�DVHJXUDUVH�TXH�QR�VH�HQFXHQWUH�QLQJXQD�FRSLD�
GH�ORV�SURJUDPDV�LQWpUSUHWHV�GH�OHQJXDMHV�SURSyVLWR�JHQHUDO��FRPR�SRU�
HMHPSOR�3(5/��7&/��VKHOOV�GH�8QL[��VK��FVK��NVK��HWF���
���

• &9(�����������
ZZZFRXQW�YHUVLyQ�����
���

• &9(�����������
6XEVLVWHPD�2XWER[�GH�,5,;�
���

• &9(�����������
3DTXHWH�3+3�),��
���

• &9(�����������
*OLPSVH�+773�����\�:HE*OLPSVH��
���

• &9(�����������
6XEVLVWHPD�2XWER[�GH�,5,;��
���

• &9(�����������
6XEVLVWHPD�2XWER[�GH�,5,;��
���

• &9(������������DSOLFDEOH�D�WRGRV�ORV�VHUYLGRUHV��
&RQVXOWDU�KWWS���[IRUFH�LVV�QHW�VWDWLF�����SKS�\�
KWWS���ZZZ�QHWVFDSH�RUJ�FJL�ELQ�ZD"$� LQG����%	/ EXJWUDT	3 5���
�
5HPHGLR��
(OLPLQDU�HO�VFULSW�¶YLHZ�VRXUFH·�GHO�GLUHFWRULR�FJL�ELQ�GHO�VHUYLGRU�ZHE��
���

• &9(�����������
:HEVLWH�����GH�2·5HLOO\��
���

• &9(�����������
:HEVLWH�����GH�2·5HLOO\��
���



• &9(�����������
/LEUR�GH�YLVLWDV�GH�:HEFRP�SDUD�VHUYLGRUHV�ZHE�HQ�HQWRUQR�:LQ����
���

• &9(�����������
)D[�6XUYH\�SDUD�VLVWHPDV�/LQX[��
���

• &9(�����������
([FLWH�IRU�:HE�6HUYHUV��
���

• &9(�����������
$JHQWH�GH�JHVWLyQ�\�XWLOLGDG�GH�DQiOLVLV�GH�&RPSDT��
���

• &9(�����������
&*,�2PQL+773G�
���

• &9(�����������
&*,�GHO�0LFURVRIW�64/�6HUYHU��
���

• &9(�����������
6LVWHPD�GH�E~VTXHGD�$OWDYLVWD��
���

• &9(�����������
KWVHDUFK�SDUD�KW���GLJ��
���

9XOQHUDELOLGDGHV�HQ�ORV�SURJUDPDV�GH�HMHPSOR�GH�&ROG)XVLRQ�

• &$1�����������
���

• &$1�����������
���

• &$1������������

2WUDV�YXOQHUDELOLGDGHV�GH�&ROG)XVLRQ�

• &$1�����������
���

• &9(������������

&RQVHMRV�SDUD�OD�UHVROXFLyQ�GHO�SUREOHPD��

• 1R�HMHFXWDU�HO�VHUYLGRU�ZHE�FRPR�URRW�
���

• (OLPLQDU�ORV�LQWpUSUHWHV�GH�VFULSWV�SDUD�&*,V�GH�ORV�GLUHFWRULRV�ELQ��
KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$�������LQWHUSUHWHUVBLQBFJLBELQBGLU�KWPO��
���

• (OLPLQDU�ORV�VFULSWV�&*,�QR�VHJXURV��
KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$�������QSK�WHVW�FJLBVFULSW�KWPO��
KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$�������FJLBH[DPSOHBFRGH�KWPO�
KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$�������ZHEGLVW�KWPO�
���

• (VFULELU�SURJUDPDV�&*,�VHJXURV��
KWWS���ZZZ���LEP�FRP�VRIWZDUH�GHYHORSHU�OLEUDU\�VHFXUH�FJL��
KWWS���ZZZ�FHUW�RUJ�WHFKBWLSV�FJLBPHWDFKDUDFWHUV�KWPO�
KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$�������&RXQWBFJL�KWPO�



���
• 1R�FRQILJXUDU�HO�VRSRUWH�GH�&*,V�HQ�DTXHOORV�VHUYLGRUHV�ZHE�TXH�QR�OR�

QHFHVLWHQ��
���

• (MHFXWDU�HO�VHUYLGRU�ZHE�HQ�XQ�HQWRUQR�GH�GLUHFWRULRV�FKURRW�SDUD�SURWHJHU�OD�
PiTXLQD�GH�SRVLEOHV�DWDTXHV�WRGDYtD�QR�GHVFXELHUWRV��

�



�
�     

 Debilidades en llamadas de procedimiento remoto (RPC) en  
 rpc.ttdbserverd (ToolTalk), rpc.cmsd (Calendar Manager) y  
 rpc.statd que permiten la obtención inmediata de privilegio de        
 root 
 �

� �
� /DV�OODPDGDV�GH�SURFHGLPLHQWR�UHPRWR��53&��SHUPLWHQ�D�ORV�SURJUDPDV�GH�XQ�

RUGHQDGRU�OD�HMHFXFLyQ�GH�SURJUDPDV�HQ�XQ�VHJXQGR�RUGHQDGRU��6H�XWLOL]DQ�
KDELWXDOPHQWH�SDUD�DFFHGHU�D�VHUYLFLRV�GH�UHG�WDOHV�FRPR�OD�FRPSDUWLFLyQ�GH�
DUFKLYRV�HQ�1)6���'LYHUVDV�YXOQHUDELOLGDGHV�RULJLQDGDV�SRU�EUHFKDV�GH�53&�VRQ�
H[SORWDGDV�GH�IRUPD�DFWLYD��([LVWH�XQD�HYLGHQFLD�FRQYLQFHQWH�TXH�OD�PD\RU�SDUWH�GH�
ORV�DWDTXHV�GLVWULEXLGRV�GH�GHQHJDFLyQ�GH�VHUYLFLR�HIHFWXDGRV�GXUDQWH������\�
SULQFLSLRV�GHO������IXHURQ�HMHFXWDGRV�SRU�VLVWHPDV�D�ORV�TXH�VH�KDEtD�FRPSURPHWLGR�
GHELGR�D�VXV�YXOQHUDELOLGDGHV�HQ�SURJUDPDV�53&��(O�DWDTXH��H[LWRVR��JHQHUDO�FRQWUD�
ORV�VLVWHPDV�GHO�HMpUFLWR�GH�ORV�((�88��RFXUULGR�HQ�HO�LQFLGHQWH�
6RODU�6XQULVH
�XWLOL]y�
LJXDOPHQWH�XQ�HUURU�HQ�XQ�SURJUDPD�53&�SUHVHQWH�HQ�FLHQWRV�GH�VLVWHPDV�GHO�
GHSDUWDPHQWR�GH�GHIHQVD�DPHULFDQR��

6LVWHPDV�DIHFWDGRV��
'LYHUVRV�VLVWHPDV�81,;�\�/LQX[��

5HJLVWUR�&9(���
USF�WWGEVHUYHUG���&9(������������&9(������������&9(������������
�������HV�PiV�UHFLHQWH�TXH�HO��������SHUR�DPERV�SHUPLWHQ�D�ORV�DWDFDQWHV�UHPRWRV�
REWHQHU�SULYLOHJLRV�GH�URRW�\�HV�EDVWDQWH�SUREDEOH�TXH�HO�������WRGDYtD�HV�EDVWDQWH�
IUHFXHQWH��������VyOR�SXHGH�XWLOL]DUVH�D�QLYHO�ORFDO��SHUR�SHUPLWH�REWHQHU�SULYLOHJLR�
GH�URRW��

USF�FPVG�²�&9(�����������

USF�VWDWG���&9(������������&9(������������

&RQVHMRV�SDUD�OD�UHVROXFLyQ�GHO�SUREOHPD��

• 6LHPSUH�TXH�VHD�SRVLEOH��GHVDFWLYDU�\�R�HOLPLQDU�HVWRV�VHUYLFLRV�HQ�ODV�
PiTXLQDV�TXH�VRQ�GLUHFWDPHQWH�DFFHVLEOHV�GHVGH�,QWHUQHW��
���

• &XDQGR�VHD�QHFHVDULR�XWLOL]DUORV��LQVWDODU�ORV�SDUFKHV�PiV�UHFLHQWHV���

3DUFKHV�SDUD�VLVWHPDV�6RODULV��
KWWS���VXQVROYH�VXQ�FRP�

3DUD�$,;�GH�,%0��
KWWS���WHFKVXSSRUW�VHUYLFHV�LEP�FRP�VXSSRUW�UV�����VXSSRUW�GRZQORDGV�
KWWS���WHFKVXSSRUW�VHUYLFHV�LEP�FRP�UV�N�IL[HV�KWPO�

3DUD�VLVWHPDV�6*,��
KWWS���VXSSRUW�VJL�FRP��

3DUD�&RPSDT��'LJLWDO�8QL[���



KWWS���ZZZ�FRPSDT�FRP�VXSSRUW�

%XVFDU�HQ�ODV�EDVHV�GH�GDWRV�GH�SDUFKHV�GH�FDGD�IDEULFDQWH�ORV�SDUFKHV�SDUD�
WRROWDON�H�LQVWDODUORV�GH�IRUPD�LQPHGLDWD��
�
8Q�GRFXPHQWR�TXH�UHVXPH�ORV�FRQVHMRV�HVSHFtILFRV�SDUD�FDGD�XQD�GH�ODV�WUHV�
YXOQHUDELOLGDGHV�SULQFLSDOHV�GH�53&�VH�HQFXHQWUD�HQ��
KWWS���ZZZ�FHUW�RUJ�LQFLGHQWBQRWHV�,1�������KWPO�

3DUD�VWDWGG���
KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$�������VWDWG�DXWRPRXQWG�KWPO�

3DUD�7RRO7DON���
KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$�������WRROWDON�KWPO�

3DUD�&DOHQGDU�0DQDJHU���
KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$�������FPVG�KWPO�

�
�



�
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 Agujero de seguridad RDS en Microsoft  
 Internet Information Server (IIS) 
 �

� �
� 0LFURVRIW�,QWHUQHW�,QIRUPDWLRQ�6HUYHU��,,6��HV�HO�VHUYLGRU�ZHE�XWLOL]DGR�SRU�OD�

PD\RUtD�GH�VHUYLGRUHV�ZHE�LQVWDODGRV�HQ�OD�SODWDIRUPD�:LQGRZV�17�\�:LQGRZV�
������$OJXQRV�HUURUHV�HQ�OD�SURJUDPDFLyQ�GH�ORV�VHUYLFLRV�GH�GDWRV�UHPRWRV��5HPRWH�
'DWD�6HUYLFHV��5'6��VRQ�XWLOL]DGRV�SRU�XVXDULRV�FRQ�PDODV�LQWHQFLRQHV�SDUD�HMHFXWDU�
PDQGDWRV�UHPRWRV�FRQ�SULYLOHJLR�GH�DGPLQLVWUDGRU��$OJXQRV�GH�ORV�SDUWLFLSDQWHV�HQ�
OD�UHGDFFLyQ�GH�OD�OLVWD�´7RS�7HQµ�FRQVLGHUDQ�TXH�RWUDV�EUHFKDV�GHO�,,6��WDOHV�FRPR�
ORV�DUFKLYRV��+75��VRQ�SRU�OR�PHQRV�WDQ�XWLOL]DGDV�FRPR�HVWD�EUHFKD�GHO��5'6���/D�
SUXGHQFLD�UHFRPLHQGD�D�ODV�RUJDQL]DFLRQHV�XVXDULDV�GHO�,,6��DSURYHFKDU�OD�
LQVWDODFLyQ�DFWXDOL]DFLyQ�QHFHVDULD�SDUD�VROXFLRQDU�HO�SUREOHPD�FRQ�5'6�SDUD�OD�
LQVWDODFLyQ�GH�WRGRV�ORV�SDUFKHV�\�DFWXDOL]DFLRQHV�QHFHVDULRV�SDUD�VROXFLRQDU�WRGDV�
ODV�EUHFKDV�GH�VHJXULGDG�FRQRFLGDV�GHO�,,6��

6LVWHPDV�DIHFWDGRV��
6LVWHPDV�FRQ�0LFURVRIW�:LQGRZV�17�TXH�XWLOLFHQ�HO�,QWHUQHW�,QIRUPDWLRQ�6HUYHU�

5HJLVWUR�&9(���
&9(�����������

&RQVHMRV�SDUD�OD�UHVROXFLyQ�GHO�SUREOHPD��

• 8QD�FRPSOHWD�JXLD�VREUH�HVWD�GHELOLGDG�\�VREUH�FRPR�VROXFLRQDUOD��VH�
HQFXHQWUD�GLVSRQLEOH�HQ�
���

• 8WLOL]DU�OD�LQIRUPDFLyQ�SXEOLFDGD�SRU�0LFURVRIW�SDUD�GHVKDELOLWDU�HO�VHUYLFLR�R�
VROXFLRQDU�OD�YXOQHUDELOLGDG�5'6�\�RWURV�SUREOHPDV�GH�VHJXULGDG�GHO�,,6��
KWWS���VXSSRUW�PLFURVRIW�FRP�VXSSRUW�NE�DUWLFOHV�T���������DVS�
KWWS���ZZZ�PLFURVRIW�FRP�WHFKQHW�VHFXULW\�EXOOHWLQ�PV�������DVS�
KWWS���ZZZ�PLFURVRIW�FRP�WHFKQHW�VHFXULW\�EXOOHWLQ�PV�������DVS�
���

�



�
� �

�   
 Debilidad por el desbordamiento de buffer en sendmail 
 ataques mediante áreas de interconexión de memoria y 
 MIMEbo; todas ellas permiten comprometer la cuenta root 
 inmediatamente. 
 �

� �
� 6HQGPDLO�HV�HO�SURJUDPD�PiV�XWLOL]DGR�HQ�VLVWHPDV�81,;�\�/LQX[�SDUD�HQYLDU��UHFLELU�

\�UHGLUHFFLRQDU�HO�FRUUHR�HOHFWUyQLFR��/D�DPSOLD�XWLOL]DFLyQ�GH�6HQGPDLO�HQ�,QWHUQHW�
OR�FRQYLHUWH�HQ�XQR�GH�ORV�SULQFLSDOHV�REMHWLYRV�GH�ORV�DWDFDQWHV��$�OR�ODUJR�GH�ORV�
DxRV��VH�KDQ�GHWHFWDGR�GLYHUVRV�GHIHFWRV���/D�SULPHUD�UHFRPHQGDFLyQ�HPLWLGD�SRU�
HO�&(57�&&�HQ������KDFtD�UHIHUHQFLD�D�XQD�GHELOLGDG�H[SORWDEOH�GH�VHQGPDLO���(Q�
XQR�GH�ORV�DWDTXHV�PiV�KDELWXDOHV��HO�DWDFDQWH�HQYtD�XQ�PHQVDMH�
FRQYHQLHQWHPHQWH�IRUPDWHDGR�DO�VLVWHPD�TXH�HMHFXWD�6HQGPDLO��pVWH�OR�LQWHUSUHWD�
FRPR�XQ�FRQMXQWR�GH�LQVWUXFFLRQHV�PHGLDQWH�ODV�FXDOHV�OD�PiTXLQD�YtFWLPD�GHO�
DWDTXH�HQYtD�HO�DUFKLYR�GH�FRQWUDVHxDV�D�OD�PiTXLQD�GHO�DWDFDQWH��R�FXDOTXLHU�RWUD�
YtFWLPD���GRQGH�VH�SRGUiQ�GHVFLIUDU�ODV�FRQWUDVHxDV��

6LVWHPDV�DIHFWDGRV��
'LYHUVRV�VLVWHPDV�81,;�\�/LQX[��

5HJLVWUR�&9(���
&9(������������&9(������������&9(������������&9(������������&9(������������
&9(�������������

&9(�����������VyOR�SXHGH�XWLOL]DUVH�ORFDOPHQWH��

&RQVHMRV�SDUD�OD�UHVROXFLyQ�GHO�SUREOHPD��

• $FWXDOL]DU�D�OD�~OWLPD�YHUVLyQ�GH�VHQGPDLO�\�R�LPSOHPHQWDU�ORV�SDUFKHV�SDUD�
VHQGPDLO��&RQVXOWDU��
KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$�������VHQGPDLO�KWPO��
���

• 1R�HMHFXWDU�VHQGPDLO�HQ�PRGDOLGDG�GDHPRQ��GHVDFWLYDU�OD�RSFLyQ��EG��HQ�
ORV�VLVWHPDV�TXH�QR�VRQ�VHUYLGRUHV�R�HQFDPLQDGRUHV�GH�FRUUHR���

�



�
� �

�   
 sadmind y mountd 
 ��

� �

� 6DGPLQG�SHUPLWH�OD�DGPLQLVWUDFLyQ�UHPRWD�GH�ORV�VLVWHPDV�6RODULV��SURSRUFLRQDQGR�
XQ�DFFHVR�JUiILFR�D�ODV�WDUHDV�GH�DGPLQLVWUDFLyQ�GHO�VLVWHPD���0RXQWG�FRQWUROD�\�
DUEULWUD�HO�DFFHVR�D�ORV�YRO~PHQHV�1)6�HQ�ORV�VLVWHPDV�81,;��([LVWHQ�
GHVERUGDPLHQWRV�GH�EXIIHUV�HQ�HVWDV�DSOLFDFLRQHV�TXH�SXHGHQ�VHU�XWLOL]DGRV�SRU�
DWDFDQWHV�SDUD�REWHQHU�HO�DFFHVR�D�OD�FXHQWD�URRW��

6LVWHPDV�DIHFWDGRV��
'LYHUVRV�VLVWHPDV�81,;�\�/LQX[��

6DGPLQG���VyOR�VLVWHPDV�6RODULV��

5HJLVWUR�&9(���
VDGPLQG���&9(�����������

PRXQWG���&9(������������

&RQVHMRV�SDUD�OD�UHVROXFLyQ�GHO�SUREOHPD��

• 6LHPSUH�TXH�VHD�SRVLEOH��GHVDFWLYDU�\�R�HOLPLQDU�HVWRV�VHUYLFLRV�HQ�ODV�
PiTXLQDV�TXH�VRQ�GLUHFWDPHQWH�DFFHVLEOHV�GHVGH�,QWHUQHW��
���

• ,QVWDODU�ORV�~OWLPRV�SDUFKHV��
�
3DUFKHV�SDUD�VLVWHPDV�6RODULV��
KWWS���VXQVROYH�VXQ�FRP�
�
3DUD�$,;�GH�,%0��
KWWS���WHFKVXSSRUW�VHUYLFHV�LEP�FRP�VXSSRUW�UV�����VXSSRUW�GRZQORDGV�
KWWS���WHFKVXSSRUW�VHUYLFHV�LEP�FRP�UV�N�IL[HV�KWPO�
�
3DUD�VLVWHPDV�6*,��
KWWS���VXSSRUW�VJL�FRP��
�
3DUD�&RPSDT��'LJLWDO�8QL[���
KWWS���ZZZ�FRPSDT�FRP�VXSSRUW�
���

• 0iV�LQIRUPDFLyQ�HQ��
KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$�������VDGPLQG�KWPO�
KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$�������PRXQWG�KWPO�
���

�



�
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 Compartición de archivos global y compartición de información 
 inapropiada mediante NetBIOS y los puertos 135 -> 139 en  
 Windows NT (445 en Windows 2000); exports de NFS en Unix 
 (puerto 2049), compartición vía web en Macintosh y Appleshare/IP 
 en los puertos 80, 427 y 548. 
 �

� � �
� 7RGRV�HVWRV�VHUYLFLRV�SHUPLWHQ�OD�FRPSDUWLFLyQ�GH�DUFKLYRV�HQ�UHGHV���&XDQGR�VRQ�

FRQILJXUDGRV�GH�IRUPD�LQDSURSLDGD��SXHGHQ�H[SRQHU�DUFKLYRV�GH�VLVWHPD�FUtWLFRV�R�
LQFOXVR�SHUPLWLU�XQ�DFFHVR�FRPSOHWR�DO�VLVWHPD�GH�DUFKLYRV�D�FXDOTXLHUD�TXH�HVWp�
FRQHFWDGR�HQ�OD�UHG��0XFKRV�SURSLHWDULRV�GH�RUGHQDGRUHV�\�DGPLQLVWUDGRUHV�XWLOL]DQ�
HVWRV�VHUYLFLRV�SDUD�SHUPLWLU�TXH�VXV�VLVWHPDV�GH�DUFKLYRV�VHDQ�YLVLEOHV��HQ�
PRGDOLGDG�GH�OHFWXUD�\�R�HVFULWXUD��HQ�XQ�LQWHQWR�GH�KDFHU�PiV�FRQYHQLHQWH�HO�
DFFHVR�D�ORV�GDWRV���/RV�DGPLQLVWUDGRUHV�GH�XQ�VLVWHPD�GHO�JRELHUQR�GH�ORV�((�88��
GHGLFDGR�DO�GHVDUUROOR�GH�VRIWZDUH�SDUD�OD�SODQLILFDFLyQ�GH�PLVLRQHV�OR�FRQILJXUDURQ�
GH�WDO�IRUPD�TXH�FXDOTXLHUD�SXGLHUD�OHHU�ORV�DUFKLYRV��GH�IRUPD�TXH�ORV�FRPSDxHURV�
GH�RWURV�HGLILFLRV�WXYLHUDQ�XQ�IiFLO�DFFHVR�D�OD�LQIRUPDFLyQ��6yOR�GRV�GtDV�GHVSXpV��
RWUDV�SHUVRQDV�KDEtDQ�GHVFXELHUWR�HVWD�FRPSDUWLFLyQ�DELHUWD�\�UREDURQ�HO�VRIWZDUH�
GH�SODQLILFDFLyQ�GH�PLVLRQHV��

&XDQGR�OD�FRPSDUWLFLyQ�GH�DUFKLYRV�VH�HQFXHQWUD�DFWLYDGD�HQ�ODV�PiTXLQDV�
:LQGRZV��pVWDV�VRQ�YXOQHUDEOHV�DO�URER�GH�LQIRUPDFLyQ�\�D�ORV�HIHFWRV�GH�
GHWHUPLQDGRV�WLSRV�GH�YLUXV�GH�UiSLGD�GLIXVLyQ���8Q�YLUXV�UHFLHQWHPHQWH�SXEOLFDGR��
GHQRPLQDGR�µ����:RUPµ�XWLOL]D�OD�FRPSDUWLFLyQ�GH�DUFKLYRV�GH�ORV�VLVWHPDV�
:LQGRZV����\����SDUD�SURSDJDUVH�\�KDFH�TXH�HO�RUGHQDGRU�LQIHFWDGR�XWLOLFH�VX�
PyGHP�SDUD�OODPDU�DO�Q~PHUR�GH�HPHUJHQFLDV������HQ�((�88����/RV�RUGHQDGRUHV�
0DFLQWRVK�VRQ�WDPELpQ�YXOQHUDEOHV�D�ORV�DWDTXHV�GH�OD�FRPSDUWLFLyQ�GH�DUFKLYRV���

(O�PLVPR�PHFDQLVPR�1HW%,26�TXH�SHUPLWH�OD�FRPSDUWLFLyQ�GH�DUFKLYRV�HQ�:LQGRZV�
SXHGH�VHU�XWLOL]DGR�SDUD�REWHQHU�LQIRUPDFLyQ�VHQVLEOH�GH�ORV�VLVWHPDV�17���0HGLDQWH�
OD�XWLOL]DFLyQ�GH�XQD�µVHVLyQ�QXODµ�DO�VHUYLFLR�GH�VHVLyQ�1HW%,26��VH�SXHGH�REWHQHU�
LQIRUPDFLyQ�VREUH�ORV�XVXDULRV�\�JUXSRV��QRPEUH�GH�XVXDULR��IHFKD�GH�OD�~OWLPD�
FRQH[LyQ��SROtWLFD�GH�FRQWUDVHxDV��LQIRUPDFLyQ�GH�DFFHVR�UHPRWR���LQIRUPDFLyQ�
VREUH�HO�VLVWHPD�\�GHWHUPLQDGDV�HQWUDGDV�GHO�UHJLVWUR��(VWD�LQIRUPDFLyQ�HV�
KDELWXDOPHQWH�XWLOL]DGD�SDUD�RUJDQL]DU�XQ�DWDTXH�GH�IXHU]D�EUXWD�SDUD�GHWHUPLQDU�
FRQWUDVHxDV��R�ELHQ�XQD�VLPSOH�SUXHED�GH�GLYHUVDV�FRQWUDVHxDV��

6LVWHPDV�DIHFWDGRV��
6LVWHPDV�81,;��:LQGRZV�\�0DFLQWRVK��

5HJLVWUR�&9(���
&RPSDUWLFLRQHV�60%�FRQ�XQ�HVFDVR�FRQWURO�GH�DFFHVR���&$1�����������
([SRUWV�GH�1)6�SDUD�WRGRV���&$1�����������

(VWRV�UHJLVWURV�FDQGLGDWRV�VHUiQ��FRQ�WRGD�SUREDELOLGDG��DPSOLDPHQWH�PRGLILFDGRV�
DQWHV�GH�VHU�DFHSWDGRV�FRPR�UHJLVWURV�&9(��

�
� &RQVHMRV�SDUD�OD�UHVROXFLyQ�GHO�SUREOHPD��

• &XDQGR�VH�FRPSDUWHQ�GLVFRV�PRQWDGRV��YHULILFDU�TXH�~QLFDPHQWH�ORV�
GLUHFWRULRV�QHFHVDULRV�VRQ�FRPSDUWLGRV��

�



���
• 3DUD�PD\RU�VHJXULGDG��SHUPLWLU�VyOR�OD�FRPSDUWLFLyQ�D�GLUHFFLRQHV�,3�

HVSHFtILFDV��GDGR�TXH�ORV�QRPEUHV�GH�'16�SXHGHQ�VHU�VXSODQWDGRV���
���

• (Q�ORV�VLVWHPDV�:LQGRZV��YHULILFDU�TXH�WRGDV�ODV�FRPSDUWLFLRQHV�HVWiQ�
SURWHJLGDV�PHGLDQWH�FRQWUDVHxDV�IXHUWHV��
���

• (Q�ORV�VLVWHPDV�:LQGRZV�17�SUHYHQLU�OD�HQXPHUDFLyQ�DQyQLPD�GH�XVXDULRV��
JUXSRV��FRQILJXUDFLyQ�GHO�VLVWHPD�\�YDORUHV�GHO�UHJLVWUR�PHGLDQWH�XQD�
FRQH[LyQ�DQyQLPD���
�
%ORTXHDU�ODV�FRQH[LRQHV�HQWUDQWHV�DO�VHUYLFLR�GH�VHVLyQ�1HW%,26��SXHUWR�WFS�
�����HQ�HO�GLUHFFLRQDGRU�R�HQ�OD�PiTXLQD�17��
�
&RQVLGHUDU�OD�LPSODQWDFLyQ�GH�OD�FODYH�GHO�UHJLVWUR�RestrictAnonymous�
HQ�DTXHOORV�VLVWHPDV�LQGHSHQGLHQWHV�R�HQ�GRPLQLRV�QR�FRQILDEOHV�\�TXH�
HVWpQ�FRQHFWDGRV�D�,QWHUQHW���
17����KWWS���VXSSRUW�PLFURVRIW�FRP�VXSSRUW�NE�DUWLFOHV�4���������DVS�
:LQGRZV�������
KWWS���VXSSRUW�PLFURVRIW�FRP�VXSSRUW�NE�DUWLFOHV�4���������$63�
���

• (Q�ORV�VLVWHPDV�0DFLQWRVK��GHVKDELOLWDU�ODV�H[WHQVLRQHV�GH�FRPSDUWLFLyQ�GH�
DUFKLYRV�\�FRPSDUWLFLyQ�ZHE�VL�QR�VRQ�UHDOPHQWH�QHFHVDULRV���6L�OD�
FRPSDUWLFLyQ�GH�DUFKLYRV�GHEH�HVWDU�DFWLYDU��YHULILFDU�OD�XWLOL]DFLyQ�GH�
FRQWUDVHxDV�IXHUWHV�SDUD�HO�DFFHVR�\�GHWHQHU�OD�FRPSDUWLFLyQ�GH�DUFKLYRV�
FXDQGR�QR�VH�XWLOLFH��
�
3DUD�GHVDFWLYDU�GH�IRUPD�SHUPDQHQWH�OD�FRPSDUWLFLyQ�ZHE�HQ�0DF26���\�
0DF26����ERUUDU�ORV�DUFKLYRV�\�UHLQLFLDU��
�
Carpeta del sistema:Paneles de control:Compartir web 
Carpeta del sistema:Extensiones:Extensión compartir web 
 
3DUD�GHVKDELOLWDU�SHUPDQHQWHPHQWH�$SSOH6KDUH�,3�HQ�0DF26����ERUUDU�HO�
VLJXLHQWH�DUFKLYR�\�UHLQLFLDU�OD�PiTXLQD��
�
Carpeta del sistema:Extensiones:Shareway IP Personal 
Subord.  
 ��

• ([LVWH�XQ�WHVW�UiSLGR��VHJXUR�\�JUDWXLWR�SDUD�GHWHUPLQDU�VL�OD�FRPSDUWLFLyQ�
GH�DUFKLYRV�1HW%,26�\�ODV�YXOQHUDELOLGDGHV�DVRFLDGDV�HVWiQ�SUHVHQWHV��(VWH�
WHVW�SXHGH�UHDOL]DUVH�GHVGH�&8$/48,(5�VLVWHPD�RSHUDWLYR�\�VH�HQFXHQWUD�
HQ�OD�SiJLQD�ZHE�GH�*LEVRQ�5HVHDUFK�&RUSRUDWLRQ��6yOR�HV�QHFHVDULR�
DFFHGHU�D�OD�SiJLQD�KWWS���JUF�FRP�\�KDFHU�FOLF�HQ�HO�LFRQR�´6KLHOGV83µ�
SDUD�UHFLELU�XQ�LQIRUPH��HQ�WLHPSR�UHDO��GH�FXDOTXLHU�YXOQHUDELOLGDG�
1HW%,26�DFFHVLEOH�GHVGH�,QWHUQHW��6H�LQFOX\HQ�LQVWUXFFLRQHV�GHWDOODGDV�SDUD�
D\XGDU�D�ORV�XVXDULRV�GH�0LFURVRIW�:LQGRZV�HQ�OD�HOLPLQDFLyQ�GH�HVWDV�
YXOQHUDELOLGDGHV���

�



�
�   

 Cuentas de usuario, especialmente la de root o del administrador  
 sin contraseñas o con contraseñas débiles. 
 �

� �
� ([LVWHQ�VLVWHPDV�TXH�YLHQHQ�SUHFRQILJXUDGRV�FRQ�FXHQWDV�GH�XVXDULR�GH�

GHPRVWUDFLyQ�R�LQYLWDGR�TXH�FDUHFHQ�GH�FRQWUDVHxD�R�XWLOL]DQ�XQD�FRQWUDVHxD�SRU�
RPLVLyQ�DPSOLDPHQWH�FRQRFLGD���/RV�RSHUDULRV�GH�VHUYLFLR�DFRVWXPEUDQ�D�GHMDU�ODV�
FXHQWDV�FUHDGDV�SDUD�HO�PDQWHQLPLHQWR�VLQ�FRQWUDVHxDV�\�GHWHUPLQDGRV�VLVWHPDV�GH�
JHVWLyQ�GH�EDVH�GH�GDWRV�LQVWDODQ�FXHQWDV�GH�DGPLQLVWUDFLyQ�XWLOL]DQGR��FRQWUDVHxDV�
SRU�RPLVLyQ���3RU�RWUD�SDUWH��ORV�DGPLQLVWUDGRUHV�GH�VLVWHPDV�VXHOHQ�XWLOL]DU�
FRQWUDVHxDV�TXH�VRQ�IiFLOPHQWH�LGHQWLILFDEOHV��
DPRU
��
GLQHUR
��
PDJLD
�VRQ�PX\�
KDELWXDOHV��R��VLPSOHPHQWH��XQD�FRQWUDVHxD�HQ�EODQFR��/D�XWLOL]DFLyQ�GH�ODV�
FRQWUDVHxDV�SRU�RPLVLyQ�SHUPLWH�D�ORV�DWDFDQWHV�HO�DFFHVR�D�ORV�VLVWHPDV�VLQ�QLQJ~Q�
HVIXHU]R���0XFKRV�DWDFDQWHV�SUXHEDQ�HQ�SULPHU�OXJDU��DQWHV�GH�ODQ]DU�XQ�DWDTXH�
PiV�VRILVWLFDGR��HO�XVR�GH�ODV�FRQWUDVHxDV�SRU�RPLVLyQ�\��VL�HV�QHFHVDULR��D�
FRQWLQXDFLyQ�FRQ�ODV�FRQWUDVHxDV�PiV�KDELWXDOHV��/DV�FXHQWDV�FRPSURPHWLGDV�
VXSRQHQ�TXH�HO�DWDFDQWH�VH�HQFXHQWUD�GHQWUR�GHO�FRUWDIXHJRV�\�GH�OD�PiTXLQD�
REMHWLYR���8QD�YH]�GHQWUR��OD�PD\RUtD�GH�ORV�DWDFDQWHV�XWLOL]DQ�DOJXQRV�GH�ORV�
DPSOLDPHQWH�GLYXOJDGRV�PpWRGRV�SDUD�REWHQHU�HO�SULYLOHJLR�GH�URRW�R�
DGPLQLVWUDGRU��

6LVWHPDV�DIHFWDGRV��
7RGRV�ORV�VLVWHPDV��

5HJLVWUR�&9(���
&RQWUDVHxDV�GH�8QL[�IiFLOPHQWH�LGHQWLILFDEOHV��GpELOHV�����&$1�����������

&RQWUDVHxDV�SRU�RPLVLyQ�R�HQ�EODQFR�GH�8QL[���&$1�����������

&RQWUDVHxDV�GH�17�IiFLOPHQWH�LGHQWLILFDEOHV��GpELOHV����&$1�����������

&RQWUDVHxDV�SRU�RPLVLyQ�R�HQ�EODQFR�GH�17���&$1�����������

(VWRV�UHJLVWURV�FDQGLGDWRV�VHUiQ��FRQ�WRGD�SUREDELOLGDG��DPSOLDPHQWH�PRGLILFDGRV�
DQWHV�GH�VHU�DFHSWDGRV�FRPR�UHJLVWURV�&9(��

&RQVHMRV�SDUD�OD�UHVROXFLyQ�GHO�SUREOHPD��

• &UHDU�XQD�SROtWLFD�GH�FRQWUDVHxDV�DFHSWDEOH�GRQGH�VH�LQGLTXH�OD�DVLJQDFLyQ�
GH�UHVSRQVDELOLGDGHV�\�OD�IUHFXHQFLD�FRQ�TXH�GHEH�YHULILFDUVH�OD�FDOLGDG�GH�
ODV�FRQWUDVHxDV���$VHJXUDUVH�TXH�ORV�DOWRV�HMHFXWLYRV�GH�OD�HPSUHVD�QR�HVWpQ�
H[HQWRV��,JXDOPHQWH��LQFOXLU�HQ�OD�SROtWLFD�HO�UHTXLVLWR�GH�PRGLILFDU�WRGDV�ODV�
FRQWUDVHxDV�SRU�RPLVLyQ�FRPR�SDVR�SUHYLR�D�OD�FRQH[LyQ�GH�XQ�RUGHQDGRU�D�
,QWHUQHW��HVSHFLILFDQGR�ODV�SHQDOL]DFLRQHV�SRU�LQFXPSOLPLHQWR�GH�OD�QRUPD��
���

• £08<�,03257$17(���2EWHQHU�DXWRUL]DFLyQ�SRU�HVFULWR�SDUD�YHULILFDU�ODV�
FRQWUDVHxDV��
���

• 9HULILFDU�OD�IRUWDOH]D�GH�ODV�FRQWUDVHxDV�PHGLDQWH�SURJUDPDV�GH�FUDTXHR�GH�
FRQWUDVHxDV��
�
�����3DUD�:LQGRZV�17��O�SKWFUDFN�KWWS���ZZZ�O�SKW�FRP��



�����3DUD�81,;��&UDFN�KWWS���ZZZ�XVHUV�GLUFRQ�FR�XN�aFU\SWR�
���

• ,PSOHPHQWDU�XWLOLGDGHV�TXH�YHULILTXHQ�ODV�FRQWUDVHxDV�HQ�HO�PRPHQWR�HQ�
TXH�VH�FUHDQ��
�
�����3DUD�81,;��1SDVVZG��KWWS���ZZZ�XWH[DV�HGX�FF�XQL[�VRIWZDUH�QSDVVZG�
�����3DUD�:LQGRZV�17��
�����KWWS���VXSSRUW�PLFURVRIW�FRP�VXSSRUW�NE�DUWLFOHV�4���������DVS��
���

• )RU]DU�OD�H[SLUDFLyQ�SHULyGLFD�GH�ODV�FRQWUDVHxDV��GH�DFXHUGR�FRQ�OD�
IUHFXHQFLD�LQGLFDGD�HQ�OD�SROtWLFD�GH�VHJXULGDG���
���

• 0DQWHQHU�KLVWyULFRV�GH�FRQWUDVHxDV�SDUD�HYLWDU�TXH�ORV�XVXDULRV�YXHOYDQ�D�
XWLOL]DU�ODV�FRQWUDVHxDV�DQWLJXDV���

3DUD�LQIRUPDFLyQ�DGLFLRQDO��FRQVXOWDU��
���������KWWS���ZZZ�FHUW�RUJ�WHFKBWLSV�SDVVZGBILOHBSURWHFWLRQ�KWPO��
���������KWWS���ZZZ�FHUW�RUJ�LQFLGHQWBQRWHV�,1�������KWPO�
���������KWWS���ZZZ�FHUW�RUJ�LQFLGHQWBQRWHV�,1�������LUL[�KWPO�
��

�



�
�   

 Vulnerabilidades de desbordamiento de buffer o configuración 
 incorrecta de IMAP y POP. 
 �

� �
� ,0$3�\�323�VRQ�XQRV�SURWRFRORV�GH�FRUUHR�UHPRWR�PX\�SRSXODUHV�\D�TXH�SHUPLWHQ�HO�

DFFHVR�D�ODV�FXHQWDV�GH�FRUUHR�HOHFWUyQLFR�GHVGH�ODV�UHGHV�LQWHUQDV�\�R�H[WHUQDV���
/DV�FDUDFWHUtVWLFDV�GH�µDFFHVR�DELHUWRµ�GH�HVWRV�VHUYLFLRV�ORV�KDFH�HVSHFLDOPHQWH�
YXOQHUDEOHV�D�DWDTXHV�GDGR�TXH�ORV�FRUWDIXHJRV�KDELWXDOPHQWH�SHUPLWHQ�HO�DFFHVR�D�
ORV�PLVPRV��SDUD�SHUPLWLU�HO�DFFHVR�UHPRWR�DO�FRUUHR�HOHFWUyQLFR���/RV�DWDFDQWHV�
TXH�H[SORWDQ�ODV�YXOQHUDELOLGDGHV�HQ�,0$3�R�323�KDELWXDOPHQWH�REWLHQH�DFFHVR�
LQVWDQWiQHR�FRPR�URRW��

6LVWHPDV�DIHFWDGRV��
'LYHUVRV�VLVWHPDV�81,;�\�/LQX[��

5HJLVWUR�&9(���
&9(������������&9(������������&9(������������&9(������������&9(�����������

&RQVHMRV�SDUD�OD�UHVROXFLyQ�GHO�SUREOHPD��

• 'HVKDELOLWDU�HVWRV�VHUYLFLRV�HQ�DTXHOODV�PiTXLQDV�TXH�QR�VRQ�VHUYLGRUHV�GH�
FRUUHR��
���

• 8WLOL]DU�ODV�YHUVLRQHV�PiV�PRGHUQDV�FRQ�ORV�SDUFKHV�PiV�UHFLHQWHV��
�
3DUD�LQIRUPDFLyQ�DGLFLRQDO��FRQVXOWDU��
�������KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$�������LPDSG�KWPO�
�������KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$�������TSRSSHUBYXO�KWPO�
�������KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$�������LPDSBSRS�KWPO�
���

• $OJXQRV�H[SHUWRV�DFRQVHMDQ�LJXDOPHQWH�FRQWURODU�HO�DFFHVR�D�HVWRV�VHUYLFLRV�
XWLOL]DQGR�7&3�ZUDSSHUV�\�FDQDOHV�HQFULSWDGRV�WDOHV�FRPR�66+�\�66/��FRQ�HO�
REMHWLYR�GH�SURWHJHU�ODV�FRQWUDVHxDV���

�



�
�   

  Nombres de comunidad SNMP por omisión como 
 ‘public’ y ‘private’. 
 �

� �
� (O�SURWRFROR�VLPSOH�GH�JHVWLyQ�GH�UHG��6103��HV�KDELWXDOPHQWH�XWLOL]DGR�SRU�ORV�

DGPLQLVWUDGRUHV�GH�UHG�SDUD�OD�PRQLWRUL]DFLyQ�\�DGPLQLVWUDFLyQ�GH�WRGR�WLSR�GH�
GLVSRVLWLYRV�FRQHFWDGRV�D�OD�UHG��GHVGH�HQFDPLQDGRUHV�KDVWD�LPSUHVRUDV�SDVDQGR�SRU�
RUGHQDGRUHV���6103�XWLOL]D��FRPR�~QLFR�PHFDQLVPR�GH�DXWHQWLFDFLyQ��XQ�µQRPEUH�GH�
FRPXQLGDGµ�TXH�VH�HQYtD�VLQ�HQFULSWDU��6L�OD�IDOWD�GH�HQFULSWDFLyQ�\D�GH�SRU�VL�HV�
PDOD��SHRU�D~Q�HV�TXH�OD�PD\RU�SDUWH�GH�ORV�GLVSRVLWLYRV�6103�XWLOL]DQ�FRPR�
FRPXQLGDG�SRU�RPLVLyQ�OD�SDODEUD�µSXEOLFµ��DOJXQRV�IDEULFDQWHV�
LQWHOLJHQWHV
�GH�
GLVSRVLWLYRV�GH�UHG�KDQ�FDPELDGR�HO�QRPEUH�\�XWLOL]DQ�OD�SDODEUD�µSULYDWHµ����

/RV�DWDFDQWHV�SXHGHQ�XWLOL]DU�HVWD�YXOQHUDELOLGDG�GHO�6103�SDUD�UHFRQILJXUDU�R�
GHWHQHU��GH�IRUPD�UHPRWD��ORV�GLVSRVLWLYRV���/D�FDSWXUD�GHO�WUiILFR�6103��SRU�RWUD�
SDUWH��SXHGH�UHYHODU�XQD�JUDQ�FDQWLGDG�GH�LQIRUPDFLyQ�VREUH�OD�HVWUXFWXUD�GH�OD�UHG�
DVt�FRPR�GH�ORV�GLVSRVLWLYRV�\�VLVWHPDV�FRQHFWDGRV�D�OD�PLVPD��(VWD�LQIRUPDFLyQ�HV�
PX\�~WLO�SDUD�ORV�DWDFDQWHV��HQ�YLVWDV�D�OD�VHOHFFLyQ�GH�EODQFRV�SDUD�VXV�DWDTXHV��

6LVWHPDV�DIHFWDGRV��
7RGRV�ORV�VLVWHPDV�\�GLVSRVLWLYRV�GH�UHG��

5HJLVWUR�&9(��
1RPEUH�GH�FRPXQLGDG��SXEOLF��6103�HQ�EODQFR�R�SRU�RPLVLyQ���&$1�����������

1RPEUH�GH�FRPXQLGDG�6103�IiFLOPHQWH�LGHQWLILFDEOH���&$1�����������

1RPEUHV�GH�FRPXQLGDG�6103�RFXOWRV���&$1������������&$1�����������

(VWRV�UHJLVWURV�FDQGLGDWRV�VHUiQ��FRQ�WRGD�SUREDELOLGDG��DPSOLDPHQWH�PRGLILFDGRV�
DQWHV�GH�VHU�DFHSWDGRV�FRPR�UHJLVWURV�&9(��

&RQVHMRV�SDUD�OD�UHVROXFLyQ�GHO�SUREOHPD��

• 6L�QR�VH�XWLOL]D�6103��GHVKDELOLWDUOR��
���

• �6L�VH�XWLOL]D�6103��XWLOL]DU�OD�PLVPD�SROtWLFD�XWLOL]DGD�SDUD�ODV�FRQWUDVHxDV��
GHVFULWD�HQ�HO�SXQWR����SDUD�ORV�QRPEUHV�GH�FRPXQLGDG��
���

• 9DOLGDU�\�YHULILFDU�ORV�QRPEUHV�GH�FRPXQLGDG�PHGLDQWH�VQPSZDON��
���

• 6LHPSUH�TXH�VHD�SRVLEOH��FRQILJXUDU�ORV�0,%V�HQ�PRGDOLGDG�GH�VyOR�OHFWXUD���

,QIRUPDFLyQ�DGLFLRQDO��
KWWS���ZZZ�FLVFR�FRP�XQLYHUFG�FF�WG�GRF�FLVLQWZN�LWRBGRF�VQPS�KWP�[WRFLG������
��

�



�
� �

�   
 Un punto de alta prioridad para usuarios y administradores 
 de Windows: Varios agujeros de script en Internet Explorer y 
 Microsoft Office 2000 
 �

� �
� /RV�UHFLHQWHV�DWDTXHV�GH�YLUXV�KDQ�SXHVWR�GH�UHOLHYH�FRPR�XQDV�PDFURV�R�VFULSWV�

SXHGHQ�SURSDJDUVH�IiFLOPHQWH�D�WUDYpV�GH�DUFKLYRV�DVRFLDGRV�DO�FRUUHR�HOHFWUyQLFR��
OOHJDQGR�D�WHQHU�TXH�DFRQVHMDU�D�ORV�XVXDULRV�TXH�QR�DEUDQ�QLQJ~Q�DUFKLYR�DVRFLDGR�
D�XQ�PHQVDMH�TXH�VHD�SRWHQFLDOPHQWH�SHOLJURVR��1R�REVWDQWH��ORV�XVXDULRV�GH�
:LQGRZV�SXHGHQ�D\XGDU�D�OD�SURSDJDFLyQ�GH�SHOLJURVRV�YLUXV�VLQ�WHQHU�TXH�DEULU�
QLQJ~Q�DUFKLYR���0LFURVRIW�2XWORRN�\�2XWORRN�([SUHVV�HMHFXWDQ��HQ�VXV�
FRQILJXUDFLRQHV�SRU�RPLVLyQ��HO�FyGLJR�+70/�\�ORV�VFULSWV�LQFOXLGRV�HQ�ORV�
PHQVDMHV���$GLFLRQDOPHQWH��DOJXQRV�FRPSRQHQWHV�$FWLYH;�SXHGHQ�VHU�XWLOL]DGDV�
GHVGH�HO�FyGLJR�LQFOXLGR�HQ�DOJXQRV�PHQVDMHV�FRQ�+70/���$OJXQRV�GH�ORV�FRQWUROHV�
YXOQHUDEOHV�VRQ�HO�6FULSOHW�W\SOLE��LQFOXLGR�HQ�,(���[�<���[��\�HO�FRQWURO�8$��2IILFH�
��������2WUDV�SRVLEOHV�YXOQHUDELOLGDGHV�SRU�OD�XWLOL]DFLyQ�GH�$FWLYH�6FULSWLQJ�VRQ�OD�
SRVLELOLGDG�GH�TXH�XQ�PHQVDMH�LQVWDOH�XQ�SURJUDPD�HQ�HO�RUGHQDGRU�GHO�XVXDULR��

$FWXDOPHQWH�H[LVWH�XQ�YLUXV��UHODWLYDPHQWH�EHQLJQR��GHQRPLQDGR�.$.�TXH�VH�
SURSDJD�XWLOL]DQGR�HVWRV�PHFDQLVPRV���(Q�FXDOTXLHU�PRPHQWR�HV�SRVLEOH�TXH�
DSDUH]FD�XQD�YHUVLyQ�PDOLJQD�GH�NDN���$FRQVHMDPRV�TXH�WRGRV�ORV�XVXDULRV�\�
DGPLQLVWUDGRUHV�FRQILJXUHQ��2XWORRN�\�2XWORRN�([SUHVV�SDUD�XWLOL]DU�HO�FRUUHR�
HOHFWUyQLFR�FRPR�µ=RQD�GH�VLWLRV�UHVWULQJLGRVµ�\��DGLFLRQDOPHQWH��GHVKDELOLWDU�
WRGDV�ODV�RSFLRQHV�UHODFLRQDGDV�FRQ�$FWLYH�6FULSWLQJ�\�$FWLYH;�GHQWUR�GH�HVD�
]RQD��(VWR�VH�KDFH�D�WUDYpV�GHO�DSDUWDGR�+HUUDPLHQWDV�_�2SFLRQHV�_�6HJXULGDG��
SHUR�SXHGH�DXWRPDWL]DUVH�D�WUDYpV�GH�ODV�SROtWLFDV�GHO�VLVWHPD����0LFURVRIW�KD�
SXEOLFDGR�SDUFKHV�SDUD�ORV�SUREOHPDV�LQGLYLGXDOHV�\�HVWi�XOWLPDQGR�XQ�SDUFKH�TXH�
ILMDUi�ORV�YDORUHV�GH�VHJXULGDG�HQ�2XWORRN��DXQTXH�DSDUHQWHPHQWH�QR�KD\�SODQHV�
GH�DUUHJODU�2XWORRN�([SUHVV��

6LVWHPDV�DIHFWDGRV��
7RGRV�ORV�VLVWHPDV�:LQGRZV�FRQ�,QWHUQHW�([SORUHU���[�\���[��LQFOXVR�VL�QR�VH�XWLOL]D��
R�2IILFH��������:LQGRZV������QR�VH�YH�DIHFWDGR�SRU�DOJXQDV�GH�ODV�YXOQHUDELOLGDGHV�
GH�,QWHUQHW�([SORUHU��

5HJLVWUR�&9(��
&9(�����������
&$1�����������

&RQVHMRV�SDUD�OD�UHVROXFLyQ�GHO�SUREOHPD��
�����KWWS���ZZZ�PLFURVRIW�FRP�VHFXULW\�EXOOHWLQV�PV�������DVS��
�����KWWS���ZZZ�PLFURVRIW�FRP�VHFXULW\�EXOOHWLQV�06�������DVS�
�����KWWS���ZZZ�PLFURVRIW�FRP�WHFKQHW�VHFXULW\�EXOOHWLQ�06�������DVS�
�
/RV�SDUFKHV�SDUD�ODV�YXOQHUDELOLGDGHV�SDUWLFXODUHV�GHVFULWDV�VH�HQFXHQWUDQ�HQ��
�����KWWS���ZZZ�PLFURVRIW�FRP�PVGRZQORDG�LHEXLOG�VFULSWOHW�HQ�VFULSWOHW�KWP��
�����KWWS���ZZZ�PLFURVRIW�FRP�PVGRZQORDG�LHEXLOG�DVFRQWURO�HQ�DVFRQWURO�KWP�
�����KWWS���RIILFHXSGDWH�PLFURVRIW�FRP�LQIR�RF[�KWP�

'HEHUi�PRGLILFDUVH�OD�]RQD�GH�VHJXULGDG�D�µVLWLRV�UHVWULQJLGRVµ��GHVKDELOLWDQGR�



WRGR�HO�FRQWHQLGR�DFWLYR�HQ�GLFKD�]RQD�\�DSOLFDU�HO�SDUFKH�SDUD�2XWORRN�WDQ�SURQWR�
FRPR�HVWp�GLVSRQLEOH�HQ��
�����KWWS���ZZZ�RIILFHXSGDWH�FRP������DUWLFOHV�RXW�NVHFDUWLFOH�KWP�
�
/D�DFWXDOL]DFLyQ�GHO�VLVWHPD�GH�GHWHFFLyQ�GH�YLUXV��VL�ELHQ�HV�LPSRUWDQWH��QR�HV�
XQD�VROXFLyQ�FRPSOHWD�D�HVWH�SUREOHPD���(V�QHFHVDULR��WDPELpQ��OD�FRUUHFFLyQ�GH�
ODV�YXOQHUDELOLGDGHV�GHO�VRIWZDUH�GH�0LFURVRIW��

�



�
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  Protección perimetral para una línea adicional de 
  defensa. 
 �

� �
� (Q�HVWD�VHFFLyQ��OLVWDPRV�ORV�SXHUWRV�TXH�VRQ�KDELWXDOPHQWH�VRQGHDGRV�\�

DWDFDGRV���(O�EORTXHR�GH�HVWRV�SXHUWRV�VH�FRQVLGHUD�XQ�UHTXLVLWR�PtQLPR�SDUD�OD�
VHJXULGDG�SHULPHWUDO��DXQTXH�QR�GHEH�FRQVLGHUDUVH�FRPR�XQD�OLVWD�GH�
HVSHFLILFDFLRQHV�FRPSOHWD�SDUD�HO�FRUWDIXHJRV���8QD�QRUPD�PXFKR�PHMRU�HV�
EORTXHDU�WRGRV�ORV�SXHUWRV�TXH�QR�VH�XWLOLFHQ���(�LQFOXVR�VDELHQGR�TXH�HVWRV�SXHUWRV�
HVWiQ�EORTXHDGRV��GHEHUHPRV�PRQLWRUL]DUORV�DFWLYDPHQWH�SDUD�GHWHFWDU�LQWHQWRV�
GH�LQWUXVLyQ���'H�WRGDV�IRUPDV��VH�KDFH�QHFHVDULR�XQ�DYLVR���(O�EORTXHR�GH�DOJXQRV�
GH�ORV�SXHUWRV�LQFOXLGRV�HQ�OD�OLVWD�SXHGH�GHVKDELOLWDU�DOJXQRV�VHUYLFLRV�QHFHVDULRV���
3RU�WDQWR�GHEHQ�FRQVLGHUDUVH�ORV�HIHFWRV�SRWHQFLDOHV�GH�HVWDV�UHFRPHQGDFLRQHV�GH�
IRUPD�SUHYLD�D�VX�LPSOHPHQWDFLyQ��

��� %ORTXHDU�ODV�GLUHFFLRQHV�VXSODQWDGDV���SDTXHWHV�SURYHQLHQWHV�GHO�H[WHULRU�
FRQ�XQD�GLUHFFLyQ�GH�RULJHQ�GHQWUR�GHO�UDQJR�GH�GLUHFFLRQHV�LQWHUQDV�R�
SULYDGDV��5)&�����\�UHG������DVt�FRPR�ORV�UDQJRV�GH�GLUHFFLRQHV�UHVHUYDGRV�
SRU�OD�,$1$���%ORTXHDU��LJXDOPHQWH��ORV�SDTXHWHV�GH�GLUHFFLRQDPLHQWR�HQ�
RULJHQ��
���

��� 6HUYLFLRV�GH�FRQH[LyQ����WHOQHW�����WFS���66+�����WFS���)73����WFS���1HW%,26�
�����WFS���UORJLQ��HWF�����GHO�����WFS�DO�����WFS��
���

��� 53&�\�1)6���3RUWPDS�USFELQG������WFS�\�����XGS���1)6�������WFS�\�
�����XGS���ORFNG�������WFS�\������XGS��
���

��� 1HW%,26�HQ�:LQGRZV�17����������WFS�\�XGS��������XGS��������XGS��������WFS���
:LQGRZV������²�ORV�SXHUWRV�DQWHULRUHV�\�WDPELpQ�HO������WFS�\�XGS��
���

��� ;�:LQGRZV����SXHUWRV�WFS�GHO������DO������
���

��� 6HUYLFLRV�GH�QRPEUHV����'16�����XGS��HQ�WRGDV�ODV�PiTXLQDV�TXH�QR�VHDQ�
VHUYLGRUHV�GH�'16��WUDQVIHUHQFLDV�GH�]RQD�GH�'16�����WFS��H[FHSWR�HQ�ORV�
VHUYLGRUHV�VHFXQGDULRV�H[WHUQRV���/'$3������WFS�\�����XGS��
���

��� &RUUHR����6073�����WFS��HQ�WRGDV�ODV�PiTXLQDV�H[FHSWR�HQ�ORV�VHUYLGRUHV�GH�
FRUUHR�YLVLEOHV�GHVGH�HO�H[WHULRU��323������WFS�\�����WFS���,0$3������WFS��
���

��� :HE���+773�����WFS��\�66/������WFS��H[FHSWR�HQ�ORV�VHUYLGRUHV�ZHE�
DFFHVLEOHV�GHVGH�HO�H[WHULRU��GHEHUtDQ�EORTXHDUVH�LJXDOPHQWH�ORV�SXHUWRV�QR�
SULYLOHJLDGRV�KDELWXDOPHQWH�XWLOL]DGRV�SRU�ORV�VHUYLGRUHV�ZHE�������WFS��
�����WFS�������WFS��HWF���
���

��� µ6PDOO�6HUYLFHVµ���SXHUWRV�LQIHULRUHV�DO����WFS�\����XGS��WLPH�����WFS�\�
���XGS��
���

����0LVFHOiQHD����7)73�����XGS���ILQJHU�����WFS���1173������WFS���173�
�����WFS���/3'������WFS���V\VORJ������XGS���6103������WFS�\�����XGS��
����WFS�\�����XGS���%*3������WFS���62&.6�������WFS��
�



���

����,&03���EORTXHDU�ODV�VROLFLWXGHV�GH�HFR�HQWUDQWHV��SLQJ�\�WUDFHURXWH��DVt�
FRPR�ODV��VROLFLWXGHV�VDOLHQWHV�GH�HFR��WLHPSR�H[FHGLGR�\�QR�DFFHVLEOH�
H[FHSWR�ORV�PHQVDMHV�GH�´SDTXHWH�PX\�JUDQGHµ��WLSR����FyGLJR�����(VWD�
OLPLWDFLyQ�DVXPH�TXH�GHVHDPRV�SULYDUQRV�GH�ORV�XVRV�OHJtWLPRV�GHO�
SURWRFROR�,&03�HQ�YLVWDV�D�LPSHGLU�VX�XWLOL]DFLyQ�GH�IRUPD�PDOLFLRVD���



�
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 Información de soporte de los distribuidores de Unix 
 �

� �

� &RPSDT��'LJLWDO�8QL[��

KWWS���ZZZ�FRPSDT�FRP�VXSSRUW�

)UHH%6'�

KWWS���ZZZ�IUHHEVG�RUJ�VHFXULW\�

+3�8;�GH�+3�

(Q�(VWDGRV�8QLGRV��&DQDGi��$VLD�3DFtILFR�\�$PpULFD�GHO�6XU��
KWWS���XV�VXSSRUW�H[WHUQDO�KS�FRP�
�
(Q�(XURSD��
KWWS���HXURSH�VXSSRUW�H[WHUQDO�KS�FRP�
�
6HOHFFLRQDU�ORV�SDTXHWHV�LQGLYLGXDOHV�\�D�FRQWLQXDFLyQ�FRQHFWDU���R�FUHDU�XQ�
QXHYR�,'�GH�FRQH[LyQ��
�
3DUD�REWHQHU�OD�PDWUL]�GH�SDUFKH�GH�VHJXULGDG��
IWS���XV�IIV�H[WHUQDO�KS�FRP�H[SRUW�SDWFKHV�KS�X[BSDWFKBPDWUL[���

$,;�GH�,%0�

KWWS���WHFKVXSSRUW�VHUYLFHV�LEP�FRP�UV�����VXSSRUW�GRZQORDGV�
KWWS���WHFKVXSSRUW�VHUYLFHV�LEP�FRP�UV�N�IL[HV�KWPO�

6&2��2SHQ6HUYHU�\�8QL[:DUH��

KWWS���ZZZ�VFR�FRP�VHFXULW\�
�%ROHWLQHV�GH�VHJXULGDG�\�SDUFKHV���

KWWS���ZZZ�VFR�FRP�VXSSRUW�IWSOLVWV�LQGH[�KWPO�
�3DUFKHV�JHQHUDOHV�GHO�VLVWHPD�RSHUDWLYR���

6XQ�6RODULV�

KWWS���VXQVROYH�VXQ�FRP�
�3DUFKHV�\�UHFRPHQGDFLRQHV�GH�VHJXULGDG���

6*,�

KWWS���VXSSRUW�VJL�FRP�

/LQX[�



&DOGHUD�
KWWS���ZZZ�FDOGHUD�FRP�VXSSRUW�VHFXULW\�

'HELDQ�
KWWS���ZZZ�GHELDQ�RUJ�VHFXULW\�LQGH[�HQ�KWPO�

0DQGUDNH�
KWWS���ZZZ�OLQX[�PDQGUDNH�FRP�HQ�IXSGDWHV�SKS��

5HG�+DW�
KWWS���ZZZ�UHGKDW�FRP�VXSSRUW�XSGDWHV�KWPO�

6X6(�
KWWS���ZZZ�VXVH�FRP�VXSSRUW�GRZQORDG�XSGDWHV�LQGH[�KWPO�
KWWS���ZZZ�VXVH�GH�HQ�VXSSRUW�VHFXULW\�LQGH[�KWPO�
��
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 Firmantes. 
 �

� �

� • 5DQG\�0DUFKDQ\��9LUJLQLD�7HFK��
• 6FRWW�&RQWL��XQLYHUVLGDG�GH�0DVVDFKXVHWWV��
• 0DWW�%LVKRS��XQLYHUVLGDG�GH�&DOLIRUQLD��'DYLV��
• 6WHQ�'UHVFKHU��7LYROL�6\VWHPV��
• /DQFH�6SLW]QHU��6XQ�0LFURV\VWHPV�*(66�6HFXULW\�7HDP��
• $ODQ�3DOOHU��6$16�,QVWLWXWH��
• 6WHSKHQ�1RUWKFXWW��6$16�,QVWLWXWH��
• (ULF�&ROH��6$16�,QVWLWXWH��
• *HQH�6SDIIRUG��&(5,$6�GH�OD�XQLYHUVLGDG�3XUGXH��
• -LP�5DQVRPH��3LORW�1HWZRUN�6HUYLFHV��
• )UDQN�6ZLIW��3LORW�1HWZRUN�6HUYLFHV��
• -LP�0DJG\FK��1HWZRUN�$VVRFLDWHV��,QF���
• -LPP\�.XR��1HWZRUN�$VVRFLDWHV��,QF���
• ,JRU�*DVKLQVN\��1HW6HF��,QF���
• *UHJ�6KLSOH\��1HRKDSVLV��
• 7RQ\�6DJHU��$JHQFLD�1DFLRQDO�GH�6HJXULGDG��
• /DUU\�0HUULWW��$JHQFLD�1DFLRQDO�GH�6HJXULGDG��
• %LOO�+LOO��0,75(��
• 6WHYH�&KULVWH\��0,75(��
• 9LUL\D�8SDWLVLQJ��/R[OH\�,QIRUPDWLRQ�6HUYLFHV�&R���
• 0DUFXV�6DFKV��-7)�&1'��'HSDUWDPHQWR�GH�GHIHQVD�GH�ORV�((�88���
• %LOO\�$XVWLQ��,QWUXVLRQ�FRP��
• &KULVWRSKHU�:��.ODXV��,QWHUQHW�6HFXULW\�6\VWHPV��
• :D\QH�6WHQVRQ��+RQH\ZHOO��
• 0DUWLQ�5RHVFK��+LYHUZRUOG��,QF���
• -HII�6WXW]PDQ��+HDOWKFDUH�,6$&��
• (G�6NRXGLV��*OREDO�,QWHJULW\��
• *HQH�6FKXOW]��*OREDO�,QWHJULW\��
• .HOO\�&RRSHU��*HQXLW\��
• (ULF�6FKXOW]H��)RXQGVWRQH��
• %LOO�+DQFRFN��([RGXV�&RPPXQLFDWLRQV��
• 5RQ�1JX\HQ��(UQVW�	�<RXQJ��
• /HH�%URW]PDQ��1$6,5&��$OOLHG�7HFKQRORJ\�*URXS��,QF���
• 6FRWW�/DZOHU��&HUW�GHO�'HSDUWDPHQWR�GH�GHIHQVD�GH�ORV�((�88���
• +DO�3RPHUDQ]��'HHU�5XQ�$VVRFLDWHV��
• &KULV�%UHQWRQ��'DUWPRXWK�,QVWLWXWH�IRU�6HFXULW\�6WXGLHV��
• %UXFH�6FKQHLHU��&RXQWHUSDQH�,QWHUQHW�6HFXULW\��,QF���
• 1LFN�)LW]*HUDOG���&RPSXWHU�9LUXV�&RQVXOWLQJ�/WG���
• 6KDZQ�+HUQDQ��&(57�&RRUGLQDWLRQ�&HQWHU��
• .DWK\�)LWKHQ��&(57�&RRUGLQDWLRQ�&HQWHU��
• 'HUHN�6LPPHO��&DUQHJLH�0HOORQ�8QLYHUVLW\��
• -HVSHU�-RKDQVVRQ��%RVWRQ�8QLYHUVLW\��
• 'DYH�0DQQ��%LQG9LHZ��
• 5RE�&O\GH��$[HQW��
• 'DYLG�1RODQ��$UFK�3DJLQJ��
• 0XGJH��#VWDNH��



�

 
  Expertos en seguridad que colaboran en la detección y solución 
  de estas vulnerabilidades 
 �

� �
� • 5REHUW�+DUULV��

• 6FRWW�&UDLJ�.PDUW��

�


